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Lab ACL

Lab 6 - Lab SSH Server

Lab 7 - Lab WLAN

Lab 8 - Lab VLAN

Lab 9 - Lab NAT

Lab10 - Lab DHCP Server & DNS Server

Day 3
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Lab 12 - Lab SNMP

Lab 13 - Lab DDoS

Lab 14 - Lab Backup & Restore
Lab 15 - Lab SLA

LAB 16 - Lab - NMAP
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Lab System Monitor

lHun1snsradaunisrinviuaatszuy wazn1savaitnizdy Taaa:lin1s Setup Lab #1a GNS3
(Graphic Network Simulator 3) waz VMWare tWalgausia Network s718vn19n5798aun19vin91uaay Router,
Linux Server wax Windows

Learning Outcome (LO) - jigaudiauginlani15vinenu uasn1ssAiiansduaayssuy
- JLlasudIN1TnsIdaun15vineuaay Router, Linux Server waz Windows
Lab Logging

Hlunis@nwAaanunisdaniu System Log waznisrinuum Logging severity level squéivnns Config
uarn15lavu Kiwi Syslog

Learning Outcome (LO) - {i3auiinuiain1ani15vinanu wasdiusanivua Logging severity level

- Wi3auduign Config uaslaaiu Kiwi Syslog 16
Lab Radius Server

ilunisla@nuAaafdunannis AAA (Accounting, Authentication, Authorization) uazni15U5uLLe

Radius Server (Free Radius) uu Linux Server

Learning Outcome (LO) - iseudimaudinlanannns AAA (Accounting, Authentication, Authorization)

- jiBsudNsnlSunsy Radius Server (Free Radius) uu Linux Server 6
Lab Port Security
Fun1snsuienfundnnis uaznaslgenu Port Security waz MAC Address Filtering

Learning Outcome (LO) — {15aufiad1uiginlanannis uaznisladeiu Port Security war MAC Address
Filtering
Lab ACL

Hlunis@nwAanAunannisiazni1seavan Firewall war ACL (Access Control List)

Learning Outcome (LO) — fiizaufiaduidinlanannns wazn1969a1 Firewall waz ACL (Access Control List)

Lab SSH Server

WuAnwuannns Cryptography tasn15U5uusiys SSH Server uu Linux Server tiads1vaiudaaasie

squfivnnslaenu Wireshark (network protocol analyzer) wazn151auiuuy Man-in-the-Middle Attack

Learning Outcome (LO) - §i3aufinuiginlanannis Cryptography uazn1sd5uues SSH Server uu Linux
Server

- iFsudnnsnlaaiu Wireshark (Network Protocol Analyzer)

FiasuiianudinlanisTausiuuy Man-in-the-Middle Attack



7) Lab WLAN

Funisfnefiaafuszuy Wireless LAN (Wi-Fi) waz Wireless Security Larn151usLuy Password
Attack (Brute force Attack)

Learning Outcome (LO) — gigaudimuginlanannisvavssuu Wireless LAN (Wi-Fi) uas Wireless Security

- WiFaudiaruginlantslandiuuu Password Attack (Brute force Attack)

8) Lab VLAN & Inter-VLAN

WuntsBnvifginuszuy VLAN wazn15d8519 Inter-VLAN 52u89n1569A1 Firewall 1152 ACLINaLAy
seavAINNUFanNY

Learning Outcome (LO) — wiauiinnnuiginlariannisuay VLAN wazn158519 Inter-VLAN

- 1538 ugmsnReAn Firewall w3a ACLiRaufinsziiuaulaansie
9) Lab NAT

Funrsfnsndenfuseun NAT (Network Address Translation), PAT (Network Address Translation)
wasPrivate IP uazn15davin NAT uu Windows wazifausialléy GNS3

Learning Outcome (LO) - izaufiadnuiainlavannisuavssuu NAT (Network Address Translation), PAT
(Network Address Translation) wazPrivate IP

- ffiBuudnnsavin NAT uu Windows wazidansialuéie GNS3 16

10) Lab DHCP Server & DNS Server

Wunis@nuidaaduszuy DNS Server wazn1sla command nslookup 518901510506y DHCP
Server
Learning Outcome (LO) — gi5ausinnnuiginlaviannisuavszuu DNS Server ilas command nslookup

- WiBaugm19nlSunse DHCP Server 16
11) Lab VPN

Flunasiienfuszuy VPN (Virtual Private Network) waz IPSec (Internet Protocol security) 59184
n15 Config VPN Server waz VPN Client

Learning Outcome (LO) - figaudiarquiginlavdannisuavssuu VPN (Virtual Private Network) was IPSec

(Internet Protocol security)

12) Lab SNMP - fi3sudnisn Config VPN Server wae VPN Client 16

Hun1sfnwfaafuszuy SNMP (Simple Network Management Protocol) version 2C wiaz SNMP
version 3 wazn15ladviullsunsn SNMP Manager (PRTG : Paessler Router Traffic Grapher) 59189013

TAuduuy Man-in-the-Middle Attack
Learning Outcome (LO) — ffi3auiia21utdinlanannisuavszuy SNMP (Simple Network Management

Protocol) version 2C waz SNMP version 3
- issudunsaladeruTlsunsu SNMP Manager (PRTG : Paessler Router Traffic
Grapher) lgi



- {I38UAINN90M5FDUN51ANFALUL Man-in-the-Middle Attack TaelaTsunsu
PRTG

13) Lab DDoS

unis@nudardunislanduuy Distributed Denial-of-Service (DDoS) Attack Laz@aaei1viun
nn15ilaaiunis TN

Learning Outcome (LO) — iji3auiinl1utginlanannisvadsnislansiuyuy Distributed Denial-of-Service

(DDoS) Attack uaziuantvnisilasnunislans

14) Lab Backup & Restore
Funrsfnsndendunig Backup Config, n15 Restore Config waz DR Site

Learning Outcome (LO) - /fi3auiinrnuiginlanannisuasnis Backup Config, n1s Restore Config was DR
Site
15) Lab SLA

Wun1s@nu ey SLA (Service Level Agreements) tasfinatunisiiiunaA SLA

Learning Outcome (LO) — ijt3auiiadutdlanannisuay SLA (Service Level Agreements) asd1u150
AmuaAi SLA e
16) Lab NMAP

tun1s@nuifaanunisled NMAP ( Network Mapper) lun1sdunu waznsiadau A21Y
UaaaAauadmaadng Lazai1ad19n15A1258 UL WWarItad I1uIvuadlnsatine

Learning Outcome (LO) - #iaufiaruginlandannisuay NMAP ( Network Mapper)

- fliFgudINsadLNU LazasddaualNlaandauadiAZading Lard1N1snlae
sruy tNavNgavIuivasndadna’le
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